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ODbjetivos

- Aplicar reglas de buena practica

- Utilizar herramientas forenses

- Verificar la existencia de diferentes fuentes de evidencia
- Reconocer multiples artefactos forenses

- ldentificar y preservar evidencias digitales

- Analizar e interpretar hallazgos
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entificacion externa
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ldentificacion externa

Numero de Serie y Modelo

QR para descargar la aplicacién

S/N:
W R |||

PH645491328 V3.

- Check List Before E\mr, rumw
MAC Address Details -
bst R |
o'((ihs.‘k‘g,l_, |
company N2 LN TELRHNCGOLOGY COLL D Qe correct
Address shenzhen guangdong 518057 2{2;’[“ | |
Hi-Tech Park(South),Nanshan District S power on | |
(HINH gofH“nﬂe tw e o J
Range 60:6 60:1F:00:00:00 - 60:60:1F:FF:FF:FF &=y _ =
Type |EEE MA-L c € T " -PV3311402 s
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http://m.dji.net/djivision?1=DJI&2=P
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0S elementos

Bateria Control remoto

MAC 60801F 071861

a SSID PHANTOM3_
071861

PASSWORD. 1234124
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|dentificacion interna

v
..........

-------------

.‘ -d.'m’z‘ Ef ’ (T"

.‘ij .: - Y 1 | Vi =1 .
= | | e ."H.,@ A , l
i ) QLxug\')' | |l :i& : r
¢

& ! J//'/.' ="/
o BN 8 lﬂ( [ ;gf‘)lggt_ug_@.gu.u! :

+ 03
il }‘_\"];-:-1:1, LR
. e ®

car T SIRPNWN
| B

Xig suad \AAAAAAAA )
1 o 8 TN

el TR
' “?:' 5' ]} 248 =
| ‘.tl,’—'__ = =

t"-nr--v

0@ ..
e MRS

S I A el

VEON RN N NN WO W N ““-‘-‘“‘ﬁlhﬂ‘.‘ STE 2 A P e - P '
. y v L’R '5_'~~.’L..V ,:‘.:' _ u\\ c'.. e G € : i A
\ e W 2 N

Inertial Measurement Unit /
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(Acelerémetro, giréscopo, etc)
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|dentificacion interna

39045 MOR1 2

e o]
=
=
o
=4
™
=
&5
=
&
b

s

s
LR
=

: »
Y )

- e

® g 48 4N
‘& a'\qeo

.

Seguinos en redes sociales DR"::ANESVI P ‘Centru de Instruccion

de Aeronautica Civil www.deEEvlp.cum.ar



Preservacion

SEGUN EL TIPO DE ACCESO A LA INFORMACION DEL DRONE

DIRECTA INDIRECTA

=

...
gt
.
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Preservacion

Técnica directa: realizar imagen forense de los medios de almacenamiento

TARJETA DE MEMORIA EXTERNA TIPO MICRO-SD

- Adaptador de tarjetas SD con blogueo - Software FTK Imager
de escritura. (https://accessdata.com/product-
_ Software Phrozen USB download/ftk-imager-version-4-3-0)

(http://phrozen-safe-usb.findmysoft.com/)
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Preservacion

Técnica indirecta: Exportar evidencias logicas mediante aplicaciones nativas

DESDE EL DRONE ENCENDIDO

- Software Phrozen USB - Software propietario
(http://phrozen-safe-usb.findmysoft.com/) (https://www.dji.com/downloads/softwar

es/assistant-dji-2)
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Preservacion

Resguardar registros en periféricos

DISPOSITIVO MOVIL

TARJETA DE MEMORIA EXTERNA TIPO MICRO-SD SUITE FORENSE

- Adaptador de tarjetas SD con blogueo - UFED 4PC

de escritura, - Oxygen Forensic
- Software Phrozen USB - Magnet Adquire
(http://phrozen-safe-usb.findmysoft.com/) (https://www.magnetforensics.com/reso
- Software FTK Imager urces/magnet-acquire/)

(https://accessdata.com/product-
download/ftk-imager-version-4-3-0)
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Analisis

ldentificacion y recoleccidon de evidencias

Dispositivo movil Control remoto Drone
(Archivos TXT ) (Archivos DAT)
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Analisis

ARCHIVOS DAT

B Desktop

:—_J Documentos

ldentificacion y recoleccion de evidencias:

. = |Imagenes
- Se encuentran almacenados en la memoria externa del Drone.

. . , v Musica
- Contienen registros de GPS, bateria, control remoto, estado de b |
vuelo, motores, etc. g Objetos 30
- Un nuevo archivo DAT es creado cada vez que se enciende el B Videos
Drone y cierra el archivo DAT anterior. s Disco local (C:)
- Llata (E:]

== DJI FLY LOG (F:)

3 O~
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Archivos DAT

Encabezado: Longitud fija de 128 Bytes. Contiene el nimero de compilacién del archivo DAT.

Paquetes de longitud variable detinidos por cada encabezado

128 Bytes X Bytes Y Bytes _ZBytes WBytes .
I |

Inicio del archivo Final del archivo

- . .‘. e ™
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Archivos DAT

ESTRUCTURA DE LOS PAQUETES

Byte de inicio: Siempre 0x55

Padding: Siempre debe ser 0x0
Subtipo: Indicador secundario
CPU Trick Number: identitica un fogue’re o grupo de
poque’res escritos en un momento determinado

Longitud N: Longitud Tipo: Indica el Msg: Usualmente Poyload. Tiene una longitud de N-10
del paquete en bytes. tipo de paquete OxO dependiendo Bytes, siendo N definida por el
Incluye los bytes de (GPS, bateria, del tipo y subtipo encabezado. Esta encriptado
inicio/fin del payload. control remoto).  de paquete.
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Archivos DAT

PREVISUALIZACION Y RECOLECCION CON FTK IMAGER

F:Jl AccessData FTK Imager 4.2.0.13 = [ X
File View Meode Help
RE SO @ B s m Y% E R et |
Evidence Tree File List
E["'@ 04122015.001 Name Size Type Date Modified A
=) Partition 1 [3781MB] _ e
. =-h8 DJIFLY LOG [FAT32] System Veolume Infor... 32 Directory 6/9/2019 12:49....
Elu.f) root] FLYOOO.DAT 3456 Regular File 15/12/2016 22:...
- {2 System Volume Information fg{ FLYOO1.DAT 20.256 Reqular File 30/1/2017 00:4...
i lunallocated space] i FLY002.DAT 15.840 Regular File 29/1/2017 13:4...
#-[# Unparitioned Space basic disk] =] FLY003.DAT 29376 Regular File 29/1/2017 13:4...
FLY00-4.DAT 13.344 Regular File 29/1/2017 13:4...
bes| FLY00S5.DAT 50.400 Regular File 29/1/2017 13:4...
e FLYOD6.DAT 117.344 Regular File 29/1/2017 13:5...
b= FLY007.DAT 146.656 Regular File 15/2/2017 20:2...
=2 FLY008.DAT 460.804 Regular File 15/2/2017 20:3... -
o
|
-eeded - -U*gm4fé”
Custom Content Sources % f03defcgmb0117a3
NEeW| LCOT HEMOVE HEMOVE Al LIEare Image 6143ddcOmmU
| v
Custom Cont...| |5el start =0, len = 128; dus = 4; log sec = 8257; phy sec = 8320
Listed: 26 Selected: 1 04122019.001/Partition 1 [3781MB]/DJI FLY LOG [FAT32]/[root]/FLYO00.DAT NUM

- . .‘. e ™
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Analisis

ARCHIVOS TXT

ldentificacion y recoleccion de evidencias:

- Se encuentran almacenados en el dispositivo movil.
- Contiene registros similares a los archivos DAT
- Utiliza un complejo esquema de cifrado.

Seguinos en redes sociales DR'::,‘NES

dji.pilot

CACHE_IMAGE
databases

Dl Album
DJI_RECORD
FlightRecord
LOG

Package
RECORD_VOICE
Upgrade
Videokditor

xtScreenshots

Centro de Instruccion
de Aeronautica Civil

Mombre

| DJIFhghtRecord_2016-09-15_
| DJIFhghtRecord_2016-09-26_
| DJIFlightRecord_2016-09-26_
| DJIFlightRecord_2016-09-26_

13-51-18].
14-12-45],
14-27-11].

[14-33-38].
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Archivos TXT

ESTRUCTURA INTERNA

Datos de vuelo: GPS, bateria,

Version del archivo: estados del vuelo, etc. Los
actualmente datos viajan empaquetados y
Longitud del archivo (N 0x?0 0X010X08 los Payloads estdn encriptados

Padding: Todos 0x0 Padding: Todos 0x0 Footer: Informacion general del
nombre del drone, ubicaciones,

modelo, serie, etc

1 " AN, Centro de Instruccion i
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Archivos TXT

ESTRUCTURA DE LOS PAQUETES

Payload encriptado: contiene registros del

Tibo de paquete GPS, bateria, estados del vuelo, ete.

I_I_I I—I—I
|_|_l |_|_l

Longitud del Payload (L) Byte final: siempre OxFF

- . .‘. e ™
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Archivos TXT

PREVISUALIZACION Y RECOLECCION CON FTK IMAGER

F:dl AccessData FTK Imager 4.2.0.13 — [ X
File View Mode Help
ﬁﬂ% 'ﬂ' EE . @ r:l D = ‘&’TE:TE ? .
Evidence Tree File List
Elh'i l_i:'--.OTH'-..D1 - Workshops\UAV Forensic A pame Size Type Date Modified
+-{J) .cloudagent - , ,
lﬁ-{_’l face it DJIFlightRecord_2018-06-20_[09-04-19].txt 294 Regular File 20/6/2018 14:(
lil--ﬁj _SamsungBnR_
uj Alarms
@--43 amap
EJ--ﬁj Android P N
#-{3) DCIM
= DJI 496£0 00 A
: 1]3 asmstant 49700 00
=15 dii pilot 49710 00-00 35
+-5) CACHE_IMAGE SE120 Ll L
(0 databases j:z?: gg_ig ig 36ES491AFB
: - - —
13 gj:-EEESSRHD 49750 30-44 38 32|79C10660D728DF82
H 1; e 49760 31-32 aad 46D255E1241427 - -
410 editor 49770 00-00 00
) 49780 16-34 1€ AF41B7CFF2
< 49790 42-33 31 SA3B401B3A037B1F
497a0 33-32 oo 97266D8325F966 - -
Custom Content Sources 497h0 00-00 00
= CaIt REMOVE HKEMOvVe All LUreale 1mage 4970
v
Custom COHT---’ Sel start = 300808, len = 190
For User Guide, press F1 NUM
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Analisis

- CsvwView - CsvView
(http://datfile.net/CsvView/downloads.html)
- DatCon - AirData

http://datfile.net/DatCon/d loads.html
(http://datfile.netDatCon/downioads. htmi) (https://app.airdata.com)

Centro de Instruccion www.dronesvip.com.ar
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Archivos DAT

INTERPRETACION CON CSV VIEW

&) CsvwWiew: ENQTH\O1 - Workshops\UAV Forensic Analysis\Imagenes Forenses\New Haven University\DroneWorkshopFiles-89-2018\Aqui...  — [ X

File Edit Preferences DatCon Categories DatCon Parsing Options TXTlogToCSVtool Options | Track Export .zip Version 3.7.3 Help

Source Type DATGENERIC ACType [P35
dateTime [2016-9-26 18:26:8 GMT

pty geoDedlin...|-1356 degrees
otor Speeds geolndin... |6673 degrees

eftFront Motor geolnten... |5181654 nanoTesla
agMod/Compass Error
navHealth

SigPlayers

3 GeoPlayer EventLogPlayer 4

GeoPath IMUO has headingSignal IMU_ATTI(O):tiltDirection that isn't defined
GeoPath IMUO has headingSignal wind:direction that isn't defined

GeoPath IMUl has signal IMU_ATTI(1l):Latitude that isn't defined

Log Area | GeoPath IMuCalcs(0) has signal IMUCalcs(0):Lat that isn't defined

GeoPath IMUCalcs(1l) has signal IMUCalcs(l):Lat that isn't defined

. . A . .
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Archivos DAT

INTERPRETACION CON CSV VIEW - SIGPLAYER

|| FLY003::navHealth, IMU_ATTI(0):numSats, flyCState — ] X
File | ZoomReset | Copy to System Cipboard | Expose Sghiker | Mult Y Axes Hel
- - _._5

) 4.5 n
4 4 H
8B

T 35
T
_ 3 =

ol 6E
25 U L

y 2
I ~| 44
1.5 3k
- 2P
0,5 11

e | | I I [ | | | | [ | 0 L0

-G0 -30 -0 30 GO =] 120 150 180 210 2410 270 333,
navHealth |5 11 flyCState GPS_Att Version 3.7.5
1 . ANy Centro de Instruccion -
Seguinos en redes sociales DR""NES Jopeo O S TLECle www.dronesvip.com.ar




Archivos DAT

| = GeoPlayer::FLY0O3

Zoom Reset GoogleMap Key Copy to System Clipboard

[v] IMUD Choose Color [:] IMU_ATTI(D):yaw Choose Color [] IMU_ATTI(0):magYaw Choose Color

1 : AN, Centro de Instruccion i
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Archivos DAT

INTERPRETACION CON CSV VIEW — EVENT LOG PLAYER

| £2| eventLog::FLYDO3

L

3128 [LED] changed: set home

3204 [LED] changed: normal led
3362 Eeprom write offset:330] |

(4]
-] LY

1o b e e
(. LD
(FER |

3442 CTRL reset all by reach target height

O o By O o o

-1
o
-1 N

3664 Eeprom write offset:330] |

-
I
i

-

[

g : 4457 [Ctrl<l>] REQ RC NORMAL ATTI ctrl atti

—-29.742 1572 airport limit data need update[l0S55862450) [-536870512])
-3.222 28598 [LED] changed: normal led

-.082 3055 [Ctrl<7>] REQ APP WM&l0 ENGINE START ctrl engine start
-.062 : 3056 [M.5tart])ACT.Takeoff

-.042 3057 [IOCC.CL ] 9.9 Degree

—-.042 3057 [TO.ALT ] -33.813183

-.042 : 3057 41.2904088 -T72.5651103 -132.81 Home Point

068 : 3062 Eeprom write offset:330] |

3156 [Ctrl<7>] REQ APP WMEl0 AUTC TAKEQOFF HOLD ctrl auto takeoff

3443 [Ctrl<l>] REQ RC NORMAL ATTI HOLD ctrl gps atti

27.858
29,358 4527 [Ctrl<l>] REQ RC NORMAL ATTI HOLD ctrl gps atti
42 .258 2172 app connect changed:last(l) '= current(0)
43.318 : 22250 app connect changed:last(0) '= current(l)
Be.178 7368 [Ctrl<l>] REQ RC NORMAL ATTI ctrl atti
107.378 8428 [Ctrl<l>] REQ RC NORMAL ATTI HOLD ctrl gps atti
281.5498 1715% [M. 5S5top]landing.RC Thr
281.59498 171558 Motor Start 1 Total 282.06
281.59%98 17159 CTEL reset all by motor stopped
284,038 1726l iwdg set max timeout befor set swdg timeout (0x00000120)°
284.038 1726l iwdg set time out time out (0x00000ffa)'!
284,038 1726l iwdg set swdg time out time out (4090) set g swdg timeout max (0x000007ak) ||
296,360 17831 Battery power off
Be synced by other Players Synch other Players Synch and be synced other Players Don't synch with other Players

Seguinos en redes sociales DR'::,‘NES

Centro de Instruccion
de Aeronautica Civil
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Archivos DAT

INTERPRETACION CON DATCON

™ DatCon — n X

File Preferences Categories Parsing Options Help Version 3.7.4

I LDAT file )1 - Workshops\UAV Forensic Analysis\Imagenes Forenses\New Haven University \DroneWaorkshopFiles-9-20 16\Aquired-Data\DAT-Files\FLYD03.DAT

2 Qutput Dir orensic Analysis\Imagenes Forenses\New Haven University \DroneWaorkshopFiles-9-20 16\Aquired-Data \DAT -Files

Sample Rate
Offset - time axis 0 point 30 w Hz

() Recording Start

(@ .Csv FLYDO3.csv view It

(_) Motor Start (O) Event Log (column in .csv)

(@) Flight Start

Lower Upper

Time|-55.000 281.998

TickNo| 6476 208675 Log Files

. . (@) Event Log File FLYDO03.log. txt View It
() Recording Start (@) Motor Stop -

(@) Config Log File FLYD03.config. txt View It

O Motor Start () Recording Stop RecDefs File FLYDO03.recDefs. txt View It

(®) GPS Lock

KML
KML File FLY003.kmi View It

(®) Ground Track

Profile Enter HP Elevation Meters

4]

Seguinos en redes sociales DR'::,‘NES
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Al

Archivos DAT

INTERPRETACION CON DATCON — ARCHIVO DE VUELO EN FORMATO CSV

> Jx latitude,longitude,altitude(feet),ascent(feet),speed(mph),distance(feet),time(millisecond),datetime(utc),satellites,voltage(v),max_altitude(feet),max_ascent(feet),max_s

A B C D E F G H | ] K L M N O P Q R S i L

latitude,| tlngltude altltude(feet} ascent(feet) speed(mph} dlstance(feet) tlme(mllllsecond) datetlme(utc) satellltes voltage(v) max altltude(feet) max ascent(feet) max speed(mph} max dlstance(feet} compas

W 00 ~N O U b W N -

NN TN TN b | onh | ond | ok | ond | ond | ok | omb | ek | «eb
W iN = O W 0~ WU & W -0

41.2304087520873,-72.9651103103011,123.27288485024,0,0,0,0,2016-03-26 18:27:12,3,0,123.27288485024,0,0,0,3.8,0,0,1024,1024,1024,1024,5.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP5_Atti, \
41.2304087504213,-72.9651103165825,123.27288485024,0,0,0.00192987867068,100,2016-09-26 18:27:12,3,0,123.27288485024,0,0,0.001929587867068,9.8,0,0,1024,1024,1024,1024,5.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP5 | |
41.2504087515445,-72.965110415862,123.27288485024,0,0,0.0283330101124,200,2016-03-26 18:27:12,9,0,123.27288485024,0,0,0.0283350101124,3.7,0,0,1024,1024,1024,1024,5.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP5 At1
41.29504087525584,-72.3651104145146,123.27288485024,0,0,0.0285634562348,300,2016-09-26 18:27:12,3,0,123.27288485024,0,0,0.0283330101124,5.8,0,0,1024,1024,1024, 1024,9.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GPS_A‘§

41.2304087627385,-72.9651104154819,123.27288485024,0,0,0.0301818307236,400,2016-09-26 18:27:12,3,0,123.27288485024,0,0,0.0301818307236,5.8,0,0,1024,1024,1024,1024,5.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP5_A

41.2304087637505,-72.9651104151045,123.27288485024,0,0,0.0301252332476,500,2016-03-26 18:27:12,3,0,123.27288485024,0,0,0.0301818507256,9.8,0,0,1024,1024,1024,1024,3.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP5_A|
41.2504086645004,-72.965110519483,123.27288485024,0,0,0.065578086088,600,2016-09-26 18:27:15,3,0,123.27288485024,0,0,0.065578086088,3.8,0,0,1024,1024,1024,1024,5.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP5_Atti,

41.2504086564856,-72.3651105093741,123.27288485024,0,0,0.064 768046632,700,2016-03-26 18:27:13,3,0,123.27288485024,0,0,0.065578086088,5.8,0,0,1024,1024,1024,1024,5.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP5_Atti,
41.29504086575796,-72.3651105087313,123.27288485024,0,0,0.064418565316,800,2016-09-26 18:27:13,9,0,123.27288485024,0,0,0.065578086088,3.8,0,0,1024,1024,1024,1024,5.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP5_Atti|
141.2904086591549,-72.9651105083416,123.27288485024,0,0,0.064008532232,900,2016-09-26 18:27:13,9,16.059,123.27288485024,0,0,0.065578086088,9.8,0,0,1024,1024,1024,1024,9.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GPS
41.29504085578418,-72.3651105216727,123.27288485024,0,0,0.0515436381,1000,2016-05-26 18:27:13,3,16.053,123.27288485024,0,0,0.0915436381,5.8,0,0,1024,1024,1024, 1024,9.4,0,67,4.014,4.016,4.013,4.016,0,0,6,6PS_At?

41.290408559238,-72.9651105220346,123.27288485024,0,0,0.091212929428,1100,2016-09-26 18:27:13,9,16.059,123.272838485024,0,0,0.0915436381,9.8,0,0,1024, 1024,1024,1024,9.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GPS_ﬂJ%

141.2304085601886,-72.9651106218176,123.27288485024,0,0,0.110430443728,1200,2016-03-26 18:27:13,3,16.053,123.27288485024,0,0,0.110430443728,5.8,0,0,1024,1024,1024, 1024,9.4,0,67,4.014,4.016,4.013,4.016,0,0,6,GP
41.2504085473044,-72.3651106198373,122.954480085024,-0.328084,0,0.1129166 7028,1400,2016-09-26 18:27:13,9,16.053,123.27288485024,0,0,0.11231667028,3.8,0,0,1024,1024,1024, 1024,9.5,0,67,4.014,4.016,4.013,4.016,0,%

41.2904085482491,-72.9651106195736,122.94480085024,-0.328084,0,0.1127795203084,1500,2016-09-26 18:27:13,9,16.059,123.27288485024,0,0,0.11291667028,9.9,0,0,1024,1024,1024,1024,9.5,0,67,4.014,4.016,4.013,4.016,C

41.230408449333,-72.365110615908,122.34480085024,-0.328084,0,0.13863517504,1600,2016-03-26 18:27:14,9,16.055,123.27288485024,0,0,0.13863517504,5.3,0,0,1024,1024,1024, 1024,9.5,0,67,4.014,4.016,4.013,4.016,0,0,¢
41.2304084525926,-72.9651106155242,122.94480085024,-0.328084,0,0.137627300932,1700,2016-09-26 18:27:14,5,16.053,123.27288485024,0,0,0.13863517504,9.9,0,0, 1024,1024,1024,1024,9.5,0,67,4.014,4.016,4.013,4.016,C
41.29504084553533,-72.3651107124752,122.61671685024,-0.656168,0,0.1545133613,1800,2016-03-26 18:27:14,5,16.059,123.27288485024,0,0,0.15451336153,3.9,0,0,1024,1024,1024, 1024,9.5,0,67,4.014,4.016,4.013,4.016,0,0,6
41.2504084510436,-72.9651107172834,122.61671685024,-0.656168,0,0.156562012884,1500,2016-03-26 18:27:14,3,16.053,123.27288485024,0,0,0.156562012884,5.3,0,0,1024,1024,1024,1024,9.5,0,67,4.014,4.016,4.013,4.016,
41.2504084522675,-72.9651107134709,122.61671685024,-0.656168,0,0.155504270068,2000,2016-03-26 18:27:14,3,16.058,123.27288485024,0,0,0.156562012884,10,0,0,1024,1024,1024, 1024,9.5,0,67,4.014,.4.016,4.012,.4.016,lj
41.2950408454801,-72.9651107118553,122.28863285024,-0.384252,0,0.154540031132,2100,2016-09-26 18:27:14,9,16.058,123.27288485024,0,0,0.156562012884,10,0,0,1024,1024,1024, 1024,9.5,0,67,4.014,4.016,4.012,4.016,0;
41.2904083612452,-72.9651107175472,122.28863285024,-0.984252,0,0.1811026960384,2200,2016-09-26 18:27:14,9,16.058,123.27288485024,0,0,0.181102696084,10,0,0,1024,1024,1024,1024,9.5,0,67,4.014,4.016,4.012,4.016,i -

1 " AN, Centro de Instruccion i
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Archivos TXT

&) CsvWiew: EAQTH\O1 - Workshops\UAV Forensic Analysis\lmagenes Forenses\New Haven University\DroneWorkshopFiles-9-2018\Aqui...  — L] X

File Edit Preferences DatCon Categories DatCon Parsing Options TXTlogToCSVtool Options | Track Export .zip Version 3.7.3 Help

RECOVE... |P3Standard
FLYxxx.D...|3
CNTR_BA...|1275

appType  |Android

Source Type TXTTOLOGCSVTOOL

Empty
Battery Temp C vs Consumption

Battery Voltage and Percent Remaining rcsn 05LD102XHR
Distance and Speed batteryT... |Smart
Battery Voltage Per Cell batteryL... (12

Distance Compared to Avail Time OSD:dro... P3Standard
Forward Thrust Value over Distance batteryPr...|2015/03/07
flyCState:distance
navHealth

SigPlayers

appVersion |2.9.1
RECOVE... |1153516293
camerasSn |CLO3021337

aircrafts... 0320600080
3 GeoPlayer EventLogPlayer 4 aircraftM... Yuhe's Phantom3

GIMBAL:... |1

Using TXTlogTolsSvtool

Log Area

. . A . .
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Archivos TXT

INTERPRETACION CON CSV VIEW - GEOPLAYER

|2 GeoPlayer::2016-09-26_[14-27-11]

Zoom Reset GoogleMap Key Copy to System Clipboard

. . A . .
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rchivos TXT

INTERPRETACION CON AIRDATA

Metric / Imperial

Settings

GENERAL

POWER

SENSORS

CONTROLS

WEATHER

MEDIA

Seguinos en redes sociales

Overview

Sep 26th, 2016

02:27PM [-04:00)

Plane Name
Yuhes Phantom3

Flight Air Time
04m 37s

Takeoff Battery

67% 16.1.

Landing Battery
549 '

P35S /Android
DJI 2.9.1

Details

Download:

Notifications Large Map

Sep 26th, 2016 02:27PM  Edit

3
.

k\

S @il D=t0s del mapa | Condiciones del Servicio |

KML GPX {2y CSV Original

DR‘*“N Es v I P ‘ Centro de Instruccion
" de Aeronautica Civi

:

Total Kilometrage
480 m

Max Distance
02 m

Max Altitude
51.0m

Max Speed
8.55 m/s

Max Bat Temp
41.95°%

Tips: 2

Warnings: 0

www.dronesvip.com.ar



Archivos TXT

INTERPRETACION CON AIRDATA - REPRODUCTOR

Satéhite ) A
o J\IRDA&‘:M,~
4 +* » .V,;

2%
\ N
1 \

. L

5

’E:.
.\ ‘\:\ ::\.‘\\\‘\\ . '

Qi

--/"\\

- . -
12020 YMuue Tichnoione

\ .

Flight time Foant oS Bam. Sonar Speed O Bat% Voits Cell1 Cell2 Cell3 Cell4 _S¥ 2890 nofication

A 00Om 00.0c P-GPS 9 0 0 0 0 1009 Mode channed to P-GPS. View
00m 00.45 P-GPS S 0 0 0 0 100°%
00m 00.8s P-GPS S 0 0 0 0 100%
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Archivos TXT

Centro de Instruccion www.dronesvip.com.ar
de Aeronautica Civil

Seguinos en redes sociales DR'::,‘NES




Otras evidenclas

METADATOS EN ARCHIVOS MULTIMEDIA

- Software ExifDataView

(https://www.nirsoft.net/utils
[exif _data_view.html)

Seguinos en redes sociales

Property ID || Property Group | Property Name || Value Type | Value Length alue
0x010e Image ImageDescription || String 27 DCIM\100MEDIA'DJI 0008.JPG
Ox010f Image EquipMake String - DII

O0x0110 Image EquipModel String 7 FC300C

Ox01la Image XResolution Rational 8 12

O0x011b Image YResolution Rational 8 12

O0x0131 Image SoftwareUsed String 11 Photos 1.5

Ox0132 Image DateTime String 20 2016:09:26 14:30:31
0x829a Camera ExposureTime Rational 8 19 /50000

0x829d Camera FNumber Rational g 280

0x9003 Camera DTOng String 20 2016:09:26 14:30:31
0x9004 Camera DTDigitized String 20 2016:09:26 14:30:31

DRGNESVIP]

Centro de Instruccion
de Aeronautica Civil

www.dronesvip.com.ar




PRESENTACION DE RESULTADOS

v’ Portada.

v' Introducciéon/Antecedentes.

v Motivacién y objeto.

v’ Descripciéon de los elementos aportados.
v Metodologia aplicada y desarrollo.

v' Posible relacién de causalidad.

v’ Conclusiones.
v Anexos.

v Firma.
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Muchas gracias!
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